Chapter 2 Review Questions:

Standards

Test Your Understanding Questions

1.
a) What are standards? b) What are the benefits of standards?

a) Standards are rules of operation that govern communication between two (or more) hardware or software processes on different machines.

b) Standards allow hardware and software processes from different vendors to interoperate. Interoperability creates competition, which lowers prices and speeds technological advancement. If our vendor fails, we can still buy compatible products from other vendors.

2.
a) How long is an IP header if there are no options? b) What bit number in the header marks the start of the destination address field? (Note: The first bit in binary counting is the zeroth bit.)

a) 20 bytes (160 bits)

b) 128 (four times 32)

3.
a) What are protocols? b) What are the five standards layers shown in Figure 2.3? c) Define the purpose of each layer.

a) Protocols are standards that govern communication between peer processes on different machines but at the same layer (horizontal communication).

Note that not all standards are protocols. A protocol is a particular type of standard. However, all protocols are standards.

b) Application, transport, internet, data link, and physical.

c) The following are the purposes of the individual layers:

The purpose of the application layer is to allow two application programs on different hosts to work together. Note: HTTP should not be mentioned in the answer. It is not part of the application layer’s purpose. HTTP is not always used at the application layer.
The purpose of the transport layer, in turn, is to allow two host computers to talk to one another even if they have very different internal designs, such as a PC and a workstation server. Note: it is NOT part of the definition to say that HTTP requires TCP at the transport layer.
The purpose of the internet layer is to route packets from the source host to the destination host across one or more routers. Note: IP should NOT be mentioned in the definition.

The purpose of the data link layer is to govern the movement of messages from a source station to a destination station or router across a single network containing switches. Note: Ethernet should NOT be mentioned in the definition.
The purpose of the physical layer is to govern the transmission of bits one at a time over a wire, radio, or other connection between a station and a switch, between pairs of switches, or between a switch and a router. Note: Ethernet should NOT be mentioned in the definition.

4.
In layered communication, is HTTP always used at the application layer? Explain.

HTTP is only the application standard in interactions with a webserver. E-mail, FTP, and other applications use different application layer standards.

5.
a) What two devices do routers connect at the internet layer? b) What two devices do data links connect at the data link layer? c) What to devices do physical links connect at the physical layer?

a) Routers connect the source host to the destination host across an internet.

b) Switches connect a source station to a destination station across a single network. Note: a router can be a station in a single network.

c) Physical links connect two devices: a source station to a switch, a switch to another switch, or a switch to a router.

6.
a) What are messages called at the internet layer? b) At the data link layer? c) At the physical layer? (Trick question.)

a) Messages at the internet layer are called packets.

b) Messages at the data link layer are called frames.

c) There are no messages at the physical layer: signals are sent bit-by-bit. In a sense, however, individual bits are the messages at the physical layer.

7.
a) A station’s MAC address is its address on its ____. b) A station’s IP address is the station’s address on its _____.

a) single network. Some will say on its NIC.

b) entire internet

8.
a) What type of connecting device is a Layer 3 device? b) A Layer 2 device? c) A Layer 1 device?

a) router

b) switch

c) repeater or hub

9.
a) Switches convert between different ____ formats. b) Routers convert between different _____ formats.

a) physical media

b) physical and data link layer (network)

10.
a) All switches in a single network must follow the same _____ layer standard. b) All routers in an internet must follow the same _____ layer standard.

a) data link layer

b) internet layer

11.
a) What do the application, transport, internet, and data link layer processes on the source host do as soon as they create a message for their peer on another machine? b) What is encapsulation? c) When the Layer N process passes the message down to the Layer N-1 process, which layer performs encapsulation?

a) They immediately pass the message down to the next-lower layer. Note: They do not do encapsulation; that is done at the next-lower layer.

b) Encapsulation is the placing of a message in the data field of another message.

c) Layer N-1 performs the encapsulation.

12.
a) What layers are involved in switching? b) What does the switch look at to make its switching decision? c) What does the switch decide to do in making a switching decision? d) Do switches modify frames when they switch them? e) In a frame, the destination address is the destination of what device? f) Does the switch look at the contents of the internet layer packet?

a) The physical and data link layers are involved in switching.

b) The switch looks at the network destination address in the frame header. This is the network address of the destination station on the network.
c) The switch decides what port to use to send the frame out.

d) Switches normally do NOT modify frames. They just pass them out.

e) The destination address is the address of the destination station on the single network. It is NOT the destination address of the switch receiving it.

f) The switch does not look at the contents of the internet layer packet.

13.
a) What layers are involved in routing? b) What does the router look at to make its routing decision? c) What does the router decide to do in making a routing decision? d) What layers do router ports implement? e) Do routers encapsulate first or decapsulate first? f) Does the router change the IP packet as it forwards it? g) The destination address in a packet header is the destination address of what device?

a) The physical, data link, and internet layers are involved in routing.

b) The router looks at the internet layer address in the internet layer packet header.

c) The router decides what port to use to send the packet out.

d) Router ports implement the physical and data link layers.

e) Routers first decapsulate when they receive a frame and then encapsulate when they send a frame back out.

f) The router makes only small changes on the packet as it forwards it.

g) The destination address in the packet header is the address of the destination host on the internet.

14.
a) Does the data link process on the destination host encapsulate or decapsulate? b) What does it do after that?

a) The data link process on the destination host decapsulates.

b) After it decapsulates the internet layer packet, the data link process passes the internet layer packet up to the internet layer process.

15.
a) What is a reliable protocol? b) What is an unreliable protocol? c) Why are the data link and physical layers generally unreliable? d) Why is the transport layer generally made reliable?

a) A reliable protocol is one that corrects errors.

b) An unreliable protocol does not correct errors, although it may detect them and discard incorrect messages.

c) The data link layer has to be implemented on multiple hops among switches, and the internet layer has to be implemented on multiple hops between routers. Doing error correction on each hop would be extremely expensive.

d) The transport layer generally is made reliable because it can correct errors at the transport layer and at all lower layers as well, giving clean data to the application layer process. Only the two hosts are involved, so error correction only has to be done once, not at each switch or router hop.

16.
If the transport layer sets up a connection between two computers, why do we need an application layer standard?

Computers are multitasking computers, so just getting the message to the computer is not enough; it must get to the right application program. Also, each application program has special needs. The application standard that works for e-mail would not work for FTP.

17.
a) Is there more than one application layer standard? Explain. b) Are there many application layer standards?

a) Yes, there is more than one application layer standard because different applications need different application layer standards.

b) Yes, there are many application layer standards because there are many applications. There are far more application standards than any other type of standard because there are so many applications.

18.
a) When an application layer process creates a message, what does it do immediately afterward? b) When a transport layer process receives a message from the application layer process, what does the transport layer process do?

a) It immediately passes the message down to the transport layer.

b) The transport layer encapsulates the application layer message in the data field of a transport layer message.

19.
a) In terms of headers and trailers for all involved layers, describe the final frame coming from the source host if the frame is delivering a Simple Mail Transfer Protocol (SMTP) e-mail message. b) Repeat the question if the frame is delivering a TCP supervisory message to control the delivery of the e-mail message.

a)
data link layer header

IP packet header

TCP segment header

SMTP message

Data link layer trailer

b)
data link layer header

IP packet header

TCP segment header

Data link layer trailer

20.
a) What is a standards architecture? b) What are the two dominant standards architectures?

a) Standards architectures are families of related standards that collectively allow an application program on one machine on an internet to communicate with another application program on another machine on the internet.

b) The two dominant standards architectures are TCP/IP and OSI.

21.
a) What standards agencies are responsible for the OSI standards architecture? b) At what layers are OSI standards dominant? c) Describe the functions of the top three OSI layers.

a) The International Organization for Standardization (ISO) and the International Telecommunications Union-Telecommunications Standards Sector (ITU-T) are responsible for the OSI standards architectures.

b) OSI standards are dominant at the physical and data link layers.

c) The session layer (OSI Layer 5) initiates and maintains a connection between application programs on different computers.

The presentation layer (OSI Layer 6) is designed to handle data formatting differences between the two computers.

Application-specific communication is governed by the OSI application layer (OSI Layer 7).

22.
a) What standards agency manages TCP/IP? b) What are most of its documents called? c) Are all, some, or none of these documents standards? d) At what layers is TCP/IP dominant?

a) The Internet Engineering Task Force (IETF) is responsible for TCP/IP.

b) Most of its documents are called Requests for Comments (RFCs).

c) Some RFCs are standards, but not all are.

d) TCP/IP is dominant at the internet, transport, and application layers.

23.
a) What layers of the hybrid TCP/IP-OSI standards architecture use OSI standards? b) TCP/IP standards?

a) Physical and data link layers use OSI standards.

b) Internet, transport, and application layers use TCP/IP standards.

24.
a) When are you likely to encounter IPX/SPX standards? b) SNA standards? c) AppleTalk standards? d) NetBEUI standards?

a) You are likely to encounter IPX/SPX standards when the network uses Novell NetWare servers, especially older Novell NetWare servers.

b) You are likely to encounter SNA standards when your network carries mainframe data.

c) You are likely to encounter AppleTalk standards when your network carries Macintosh data.

d) You are likely to encounter NetBEUI standards if you have a very small LAN that runs Microsoft clients and servers. Note: Even then, NetBEUI is not likely to be used because it is obsolete.

Review Questions Page 2-6

