Chapter 4 Review Questions:

A Small Ethernet PC Network

Test Your Understanding Questions for Chapter 4

1.
What are the elements of a small PC network?

Client PCs, NICs, Ethernet hub or switch, UTP, servers

For Internet connectivity, an access router and broadband modem connected to a broadband Internet access line.

2.
a) Why do we discuss Ethernet in this chapter? b) Who standardizes Ethernet?

a) Ethernet is the dominant LAN technology.

b) 802.3 Working Group of the IEEE 802 LAN/MAN standards committee

3.
Explain 10/100 Ethernet 100Base-TX technology.

100Base-TX is designed to operate at 100 Mbps over UTP. Both the switch and the router, however, can autosense the speed of the other device. If the other device is a 10Base-T device, its partner will slow to 10 Mbps.

4.
What does the “T” stand for in 10Base-T and 100Base-TX?

Twisted pair or telephone

5.
a) “Category 5e” is a measure of a cord’s _____. b) Who creates wiring quality standards? c) What wiring quality standard is now recommended for LANs? d) What wiring quality standards can be used with 10Base-T? e) With 100Base-TX? f) With gigabit Ethernet (1000Base-T)? g) Describe the emerging Category 6 standard and its potential usefulness. h) (Added question) What category is currently recommended for new LANs?

a) quality

b) TIA and EIA

c) TIA/EIA-568

d) Category 3 or higher

e) Category 5 or higher

f) Category 5 or higher

g) Higher quality but not needed for Gigabit Ethernet. Really only needed for 155 Mbps ATM, which is not popular. However, Cat 6 may come to dominate retail products, making it the normal UTP wiring.

h) Cat 5e (Category 5 enhanced)

6.
a) What is the technical difference between regular wiring and plenum wiring? b) Where must you use plenum wiring? c) Why must you use it there?

a) Regular UTP wiring gives off toxic fumes when burned. Plenum wiring gives off fewer toxic fumes.

b) You must use plenum wiring in airways—air-conditioning ducts, false floors, and false ceilings.

c) Toxic fumes in airways are extremely dangerous.

7.
a) What are the advantages of patch cords? b) Where would you use bulk UTP cabling?

a) There is no need to cut, connectorize, and test them. You use them in the runs between the wall jack and the client PC.

b) You would use bulk UTP for long cords that must be cut to specific distances.

8.
a) Describe hub operation, including the pins on which the NIC and hub transmit. b) What is broadcasting called? c) How does a NIC know that an arriving frame is intended for it?

a) The NIC transmits a bit on Pins 1 and 2 to the hub. The hub broadcasts the bit out all ports, on Pins 3 and 6.

b) Broadcast is referred to as having a bus topology.

c) The NIC assembles the frame, reads the destination address, and discards frames not intended for it.

However, NICs can be put in promiscuous mode to read all traffic. Hub operation offers no security at all.

9.
a) What happens if two stations connected to a hub wish to transmit at the same time? b) What does it mean that hub speed is “shared?” c) What problem does sharing cause? d) What are the market prospects for hubs?

a) If one station is transmitting the other must wait.

b) The rated speed (usually 100 Mbps) is the total available to all devices.

c) Sharing causes latency (delay).

d) They are dying in the marketplace.

10.
a) Describe basic switch operation. b) Is speed shared on a switch? c) What problem does this reduce?

a) The source station sends a frame to a switch. The switch sends the frame out a single port—the one that leads to the destination station.

b) Speed is not shared on a switch. Stations can always transmit.

If two stations transmit to the same destination station at once, by the way, the switch will hold one frame in a buffer while delivering the other.

c) The ability of stations to always transmit reduces delay (latency).

11.
a) What types of information do switching tables hold? b) How are switching tables used in switching decisions?

a) Switching tables have two columns: Station (NIC) addresses and ports.

b) When a frame arrives, the switch looks up the destination address, reads the corresponding port, and sends the frame out that port.

12.
a) What OSI layer did the 802 Committee split? b) What are the two layers into which it split the data link layer? c) Does the LLC layer have practical significance to network administrators? Explain.

a) They split the data link layer.

b) They split it into the logical link control layer (upper) and the media access control layer (lower).

c) No, the LLC layer has no practical significance for network administrators. While it is capable of doing error correction, this capability is rarely used (or useful).

13.
a) How many MAC layer standards does Ethernet have? b) What is its name?

a) Only one

b) 802.3 Media Access Control Layer Standard

14.
a) What is an octet?

An octet is a collection of eight bits. This is the same as a byte.

16.
a) How long are MAC addresses? b) When are MAC layer addresses set on NICs? c) Do computers work with them in hex representation? d) Do people tend to work with them in hex representation? 

a) MAC addresses are 48 bits long.

b) MAC addresses are set at the factory.

c) No, computers do NOT work with hex representation.

d) Yes. Hex if for human use.

20.
Describe the three main phases in CSMA/CD.

1) If there is no traffic, a station may transmit; if there is traffic, the station must wait until there is no traffic.

2) If two stations transmit at the same time, their signals will collide. The stations will stop and wait a random amount of time. The first one to finish may transmit—but only if there is no traffic.

3) If there are multiple collisions, the NICs will increase their random waits each time; if there are 16 failures, the sending NIC discards the frame.

21.
a) If CSMA/CD is implemented, is it implemented on NICs, hubs, switches, or all three?

CSMA/CD is only implemented on NICs—NOT on hubs or switches.

22.
a) What is the only LLC standard? b) What are the two purposes of the logical link control layer? 

a) 802.2

b) Error correction (rarely used) and giving a single interface for each internet layer standard and MAC layer standard.

23.
To turn a typical PC you buy from the store into a client PC, what else may you have to purchase?

a) Only a NIC, and most PCs come with that now. 

24.
a) Distinguish between manual configuration and autoconfiguration. b) Why is autoconfiguration good? c) Explain how the DHCP autoconfiguration protocol works. d) Why is DHCP so popular?

a) In manual configuration, you must type in all TCP/IP configuration values. In autoconfiguration, the PC gets TCP/IP configuration information from a DHCP server.

b) Autoconfiguration is easier (less work) for configuration, and it automatically is up-to-date.

c) A station sends a request to a DHCP server. The DHCP server sends back an IP address for the station and other autoconfiguration information as well.

d) DHCP is popular because it is built into Microsoft Windows clients, which are by far the most common clients in corporations.
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