Chapter 7 Review Questions:

Wide Area Networks

Test Your Understanding Questions for Chapter 7

1.
a) How are telephony and wide area networking related? b) What are the three main reasons to use a WAN? c) What are the four technologies for WANs? d) What is the main speed range for WAN communication? Why?

a) WAN often uses PSTN transmission services.

Also, WANs are affected by PSTN regulations we see in this chapter.

b) Remote access for individuals

Site-to-site transmission

Internet access

c) Telephone modem

Network of leased lines

Public switched data network (PSDN)

Virtual private network (VPN)

d) 56 kbps to a few megabits per second.

2.
a) In telephone modem communication, does the home user use a modem? 

a) Yes. Duh.

4.
a) How are leased lines like dial-up telephone circuits? b) How are they different in terms of operation? c) How are they different in terms of speed and cost?

a) Both provide end-to-end connections between customers.

b) Dial-up circuits only exist during a call. Leased line circuits are always on.

c) Leased lines are faster and more expensive.

5.
a) What is the difference between trunk lines and trunk line-based leased lines? b) What is provisioning? c) If a trunk line-based leased line uses UTP, what type of UTP will it use? d)  What are fractional T1 lines, and why are they desirable?

a) A trunk line only runs between two switches within the telephone network. Trunk-line based leased lines extend trunk line speeds to end-to-end circuits between subscribers.

b) Provisioning is a carrier’s setting up capacity. This can take a long time.
c) A trunk-line based leased line requires expensive data-grade UTP. Usually two pairs—one for transmission in each direction.
d) Fractional T1 lines have speeds between 56 kbps and 1.544 Mbps, offering lower prices for companies that do not need full T1 service.

6.
a) How do trunk line-based leased lines and DSL lines differ in terms of transmission media? b) Describe ADSL speeds and technology. c) Does ADSL disable your telephone line when you are using the Internet? f) Can you always get a DSL to your premises? g) What is the biggest determining factor for whether you can? h) Which DSL services usually offer performance guarantees for speed?

a) Trunk line-based leased lines use data grade copper—usually two pairs. DSL uses ordinary voice-grade wiring, usually a single pair. Typically, they use the voice-grade pair already going to the home or small business.

b) ADSL offers high download speeds (256 kbps to over 1.5 Mbps) but limited upload speeds (typically 64 kbps to 256 kbps).

c) ADSL does NOT disable your ordinary voice telephone service.

f) No, DSL service depends on the quality of the wiring to your home or business and how far you are from the end office switch.

g) The biggest determining factor is your distance from the end office switch.

h) Symmetric speed DSL service is designed for business and offers QoS guarantees. ADSL is a consumer-oriented service and does not offer guarantees.

9.
a) Describe how corporate WANs use meshes of leased lines to create their WANs. b) Describe PSDN technology. c) Describe how PSDNs use [still require (added)] leased lines. d) Do these two types of WANs use the same number of leased lines for a given number of sites? Explain. e) Do their leased lines have about the same average distance? Explain. f) How do PSDNs reduce labor costs?

a) Companies lease lines between their sites in a mesh. They then add switching and manage the network.

b) PSDN technology requires firms to have a single leased line to a point of presence (POP). From the POP, the PSDN handles all switching between sites.

c) PSDNs require a single leased line from each site to the PSDN.

d) PSDNs require fewer leased lines—only one per site. Meshes of leased lines require many leased lines between sites.

e) Leased line networks require longer leased lines on average—all the way between sites. PSDNs only require leased lines from a site to the nearest POP.

f) PSDNs manage the WAN actively, freeing companies of the burden of managing their WANs (as is required in meshes of leased lines).

18.
a) What is a VPN? b) Why are VPNs attractive? c) What problems do they face? d) How can latency be controlled for intranets?

a) a virtual private network is the use of the Internet (sometimes, PSDNs) with added security.

b) VPNs should be cheaper than PSDNs (or meshes of leased lines).

c) VPNs raise the issues of security, latency, and availability.

d) Latency can be controlled in intranets by connecting all sites to a single ISP, thus avoiding the Internet backbone.

19.
a) What is a remote access VPN? b) Why is it attractive?

a) A remote access VPN allows a single user to connect to a corporate site.

b) Remote access VPNs are attractive because they save the cost of long-distance telephone calls and can offer faster-than-modem speeds.

20.
a) What is PPTP? b) Where is it likely to be used? c) Can ISPs provide the PPTP access concentrator? d) Describe the components of a PPTP system that uses a RADIUS server. e) What is a tunnel? f) Why is PPTP attractive? (Give two reasons.) g) Describe PPTP’s two security limitations. h) Why do remote access servers usually check with RADIUS servers before accepting a user connection?

a) PPTP is the Point-to-Point Transport Protocol. It supports remote access securely.

b) It is likely to be used in remote access VPNs.

c) Yes, ISPs usually do provide the PPTP access concentrators.

d) The user dials into an ISP and connects to the PPTP access concentrator at the ISP’s dial-in site. The access concentrator sets up a secure connection to the PPTP remote access server at the corporate site. The PPTP remote access server checks with the RADIUS server to authenticate the user when the user logs in.

e) A tunnel is a secure connection between two sites.

f) PPTP is attractive because it is built into all recent Windows clients.

g) PPTP offers no security between the user and the ISP’s PPTP access concentrator.

PPTP does not offer message-by-message authentication, such as a digital signature.

h) RASs usually check with a RADIUS server for authentication so that authentication information can be maintained in a single location for uniformity of authentication across RASs.

21.
Why are site-to-site VPNs likely to become the most important corporate use for VPNs?

There is a great deal more potential site-to-site transmission volume than remote access volume.

22.
a) At what layer does IPsec operate? b) Describe IPsec tunnel mode. c) What is the main advantage of tunnel mode? d) What is the main limitation of tunnel mode? e) What is a security association? f) What is the relationship between security policies and security associations?

a) IPsec operates at the internet layer.

b) In IPsec tunnel mode, protected information usually takes place between IPsec servers at two sites. The original packet is encapsulated (tunneled) within the data field of another packet.

c) Tunnel mode protects the whole original packet, hiding the source and destination IP address.

d) The main limitation is that IPsec tunnel mode does not protect packet transmission within the site LANs.

e) Security associations are agreements governing how security will be established and maintained.

f) Security policies limit what options are possible when creating security associations.
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