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1 Introduction 
#nMiFent management Ola1s a MritiMal role in man1 aOOliMation Fomains inMluFing PomelanF =eMurit1Q An 
#nMiFent $anagement =1stem R#$=) neeFs to eKKeMtivel1 eTOeFite tJe raOiF engagement oK Kirst resOonFers 
at state anF loMal levels to KaMilitate agile anF eKKeMtive resOonses to emergenM1 inMiFents tJat ma1 Oose an 
immeFiate seMurit1 tJreat to Juman liKe anFUor tJe Klo7 oK MommerMeQ Data KeeFs to #$= ma1 inMluFe 
FiKKerent sensors inMluFing raFiologiMal% @iologiMal anF MJemiMal% viFeos Krom surveillanMe MamerasQ 
Current #$= KaMes t7o maVor MJallenges: R2) =inMe tJe num@er oK inMoming alerts is over7Jelming% #$= 
neeFs to MustomiXe tJe Fissemination oK alerts anF relevant inKormation on a neeFYtoY9no7 @asis% to 
relevant agenMies anF inFiviFualsQ R<) IJere is a neeF to interOret tJe Fata anF alerts generateF Krom 
FiKKerent agenMiesZ s1stems ReQgQ% loMal transOortation autJorit1% OoliMe FeOartment) to ma9e meaningKul anF 
inKormeF FeMisionsQ  
   [e Oresent a =emantiM #nMiFent $anagement =1stem R=#$=) tJat Jas tJe Kollo7ing Fesira@le Keatures: 2) 
F1namiMall1 FisMover anF MustomiXe inKormation% relevant resourMes% reOorts% moFels% @aseF on tJe 
semantiMs anF loMation oK tJe alert\ <) automatiMall1 maniKest tJe moFalit1 anF Kormat oK tJe inKormation 
@aseF on tJe reMiOientZs role anF FeviMe R>DA% ?aOtoO% Cell OJone% etMQ)% anF A) automatiMall1 MomOose tJe 
alert MomOonents anF moFels tJrougJ =emantiM [e@ anF =emantiM [e@ =erviMesQ   
    
2. Our Approach and Architecture 
=#$= aMJieves automatiM Kiltering oK inKormation anF Fata using an inMiFent 9no7leFge @ase reOresenteF as 
tJe semantiM graOJ R#nMiFent ]ntolog1)Q IJe semantiM graOJ MaOtures tJe MonMeOts oK FiKKerent inMiFent 
t1Oes anF tJeir relationsJiOs among FiKKerent inMiFentsQ IJe inKormation resourMes suMJ as teTtual 
FesMriOtion oK inMiFents% auFio anF viFeo MliOs Krom tJe inMiFent sMene are FesMri@eF 7itJ tJe semantiM 
MonMeOts in tJe ontolog1Q  [e@ serviMes are also FesMri@eF using tJe #nMiFent ]ntolog1Q  Io aMJieve 
MomOleT inKormation serviMe% MomOosite [e@s serviMes are MomOoseF oK inFiviFual serviMes using matMJing 
ma9ing algoritJmQ  IJe MustomiXation anF Fissemination MonsiFer tJe roles oK eaMJ agenM1 anF resOonFer 
in #$ anF tJeir FeviMe MJaraMteristiMsQ  =#$= aFJeres to tJe 6ational #nMiFent $anagement =1stem R6#$=) 
anF tJe 6ational ResOonse >lan R6R>) OrotoMolsQ  #nMiFent ]ntolog1 anF [e@s serviMes are imOlementeF 
7itJ ]ntolog1 [e@ ?anguage Kor =erviMes R][?Y=) anF tJe MustomiXeF alert message 7itJ multimeFia 
inKormation MomOonents is imOlementeF 7itJ tJe Common Alerting >rotoMol RCA>)Q  
^igure 2 sJo7s tJe overall arMJiteMture anF MomOonents oK =#$=Q   
• Alert Profile Update & Alert Generation Data mining:  IJese t7o moFules MaOture tJe 

inMiFentUalert OroKile Krom tJe situation reOorts or FeteMteF Krom automatiM Fata mining MomOonents 
Krom tJe sensor net7or9 Fata _:aneVa etQal`Q Alert OroKiles inMluFe alert t1Oes% loMation% severit1% 
Masualties% etMQ 

• Semantic Filtering for Incident Information Discovery:   IJe neMessar1 resourMes% serviMes 
anF inKormation Kor JanFling tJe inMiFent are automatiMall1 FisMovereFQ  IJis moFule uses #nMiFent 
]ntolog1 anF inMiFent relationsJiOs to FisMover resourMesQ  EaMJ oK tJe resourMes is FesMri@eF using 
MonMeOts anF relationsJiOs FeKineF in tJe ontolog1Q  ^or instanMe% tJe semantiM FesMriOtion oK tJe 
resourMes ta9es into MonsiFeration tJe alert OroKile suMJ as tJe t1Oe oK inMiFents ReQgQ Kire% raFiologiMal 
or MJemiMal)% severit1% Juman Masualt1 levels% etMQ  #nFiviFual agenMies are also MonsiFereF as 
resourMes% anF tJe1 are FesMri@eF 7itJ tJe semantiM MonMeOts Krom tJe inMiFent ontolog1Q IJus tJe 
t1Oes oK tJe inMiFents ma1 Fetermine 7JiMJ agenMies neeF to @e involveF anF 7JiMJ resourMes are 
neeFeFQ   



• Service Discovery and Service Composition:  =ome oK tJe inKormation resourMes are not statiM% 
Kor instanMe% tJe maO oK MoorFinate RT% 1) neeFs to @e generateF using a maO generation soKt7areQ  IJus 
tJe [e@ serviMes are FesMri@eF as a Oart oK inKormation resourMeQ  #n orFer to Olan an evaMuation% a Jost 
oK inKormation is rebuireFQ  ^irst tJe evaMuation Olan sJoulF iFentiK1 a JaXarFous material sOreaFing 
moFeling tool to assess 7Jere ma1 @e most severel1 aKKeMteF% anF a maO oK Ootential evaMuation sites 
anF JosOitals are neeFeF arounF tJe inMiFent siteQ  IJus FeMision on tJe evaMuation Olan ma1 rebuire a 
MomOleT set oK inKormation anF serviMe resourMes MomOoseF togetJer% eQgQ JaXarF sOreaF moFeling 7itJ 
7inF FireMtions Krom tJe 7eatJer KoreMasting serviMeQ IJen tJe Olan 7ill rebuire Fetermining tJe 
num@er oK volunteers @aseF on tJe siXe oK evaMuationQ  IJis rebuires tJe volunteer loo9uO serviMeQ  IJe 
=emantiM [e@ serviMes anF =erviMe MomOosition moFules are to FisMover availa@le serviMes anF 
MomOose tJem Kor MomOleT inKormation neeFsQ  IJese serviMes are also FesMri@eF in terms oK inMiFent 
ontolog1 to @e FisMovereF 7itJ semantiM MonMeOtsQ  

• Customization with Role Filtering: IJe alert inKormation anF serviMes FisMovereF Krom tJe 
semantiM Kiltering stage no7 Man @e FisseminateF to eaMJ agenM1 anF resOonFersQ  Po7ever% not all tJe 
semantiMall1 relateF inMiFent inKormation is neeFeF Kor all tJe agenMiesQ IJe role Kiltering oK tJe alert 
message is @aseF on tJe VurisFiMtion OoliMies% agenM1 OoliMies anF tJe role OoliMiesQ IJe Kire FeOartment 
anF meFiMal organiXationZs inKormation neeFs are FiKKerent anF resOonFerZs role ma1 KurtJer restriMt 
inKormation @aseF on tJe neeFYtoY9no7 aMMess autJoriXationQ   

• Display Customization with Personal Preference and Device Filtering:  IJis moFule 
aFaOts tJe alert Montent MomOonents 7itJ sOatial la1out anF renFering Kormat @aseF on tJe reMiOientZs 
FeviMes MJaraMteristiMs ReQgQ monitor siXe% ]Oerating =1stem)% anF tJe reMiOientZs OreKerenMes ReQgQ 
auFio insteaF oK teTt) _cAA4C`Q 
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[e are FeveloOing a Orotot1Oe =#$= Kor EmergenM1 $anagement ]KKiMe oK 6e7 Lor9 d 6e7 :erse1 >ort 
AutJorit1% 7JiMJ allo7s multimeFia alert message to @e MustomiXeF aMMorFing to tJe semantiMs% anF 
aMMorFing to tJe roles anF OoliMies% user FeviMe OroOerties as 7ell as user OreKerenMesQ  IJe alert messages 
are enMaOsulateF in CA> RCommon Alerting >rotoMol) MomOliant e$? Kormat tJat Man @e easil1 sJareF anF 
FisseminateF to an1 FeviMeQ [e@ serviMes FisMover1 anF MomOosition are imOlementeF 7itJ [=D? anF 
][?Y= using =A>Zs AutoY#D #nKrastruMtureQ  
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